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Abstract: Covering arrays are combinatorial structures which extend the notion of orthogonal
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arrays and have applications in the realm of software testing. In this paper we
raise several new problems motivated by these applications and discuss
algorithms for their solution.

INTRODUCTION

A covering array CA(t,k, Q) of size band strength t,isak barray
A (a;)over Z, {012..9 1 withtheproperty that for any t
distinctrows1 r, r, .. r, k,andany member (X;,X,,...,X,)
of Zé thereisat least one column C suchthat X, a, . for all

1 i t.(Thisiswhat Curt Lindner would call the t -finger rule: “Just
run t fingersaong any t rows and you will eventually meet al ordered

t-tuples over the alphabet Z ;") The covering array number
CAN(t,k, g) isthesmalest b for which a CA(t,k, g) of size b exists.

Thereisavast array of literature on covering arrays, and the problem of
determining the minimum size of covering arrays has been studied under
many guises over the past 30-40 years. A recent survey [8] with a
comprehensive bibliography is available on the internet. For undefined
terms we refer the reader to Colbourn and Dinitz [7].

In this paper we discuss some generdizations of the problem of creating
small covering arrays. Our motivation isfrom the area of software
testing. When testing a software component with k parameters, each of
which must be tested with g values, the total number of possible test

vectorsisgX. If it sufficesto test the interactions of any subset of t

parameters, then the number of test vectors may be assmall asg'. The
test vectors are the columns of a covering array CA(t, k, g) .

In this paper we consider five natural generalizations of this problem:

Covering arrays over heterogeneous a phabets
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Covering arrays with a maximum number of columns
Covering array extension

Covering array reduction

Covering arrays with forbidden configurations

We also describe the software used to solve these problems and discuss
the a gorithms implemented.

2. THE PROBLEMS

2.1 Heter ogeneous alphabets

In practice the number of valuesto be tested varies from parameter to
parameter, and thus we need to study the problem of covering arrays
with heterogeneous al phabet sizes. Some theoretical work [11] has been
done recently on this problem, and there are some commercial covering
array generators which generate arrays of thistype (see e.g. [6]).

The precise formulation of the problem is asfollows:

Let g (9,,0,,...0,) beavector of positive integers, and define the
domainsets D, {012,..,9, L forl i Kk .Atestingarray of
type g andsize bisak baray A (& ;) whose i -throw contains
only membersof thedomainset D, {012,...,9, Lforeachi.A
testing array is said to be acovering array CA(t,k, 9,,0,,...,9,) if for

any t distinct rows, the submatrix induced by the selected rows contains
every member of the Cartesian product of the t domain sets as a column
vector.

The classical covering array problem isto minimize the number of
columns b for given fixed valuesof t,k, and 9,,0,,...,9, . Wewill use

the notation CAN(t,K, 9,,0,,...,9,) to denote the size of asmallest
covering array. We will abbreviate thisto CAN(t,k, g) when

9 9 - O 9.

Mouraet. a. [11] have created atheory for heterogeneous covering
arrayswith t 2. They have dmost completely solved the problem of

constructing minimal arrayswhen k4, and also solved large regions
of the problem spacewhen k 5.

2.2 Covering arrayswith budget constraints

Another practica limitation in the realm of testing is the budget. In most
software devel opment environments, the time, human, and computing
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resources needed to perform the testing of a component is strictly
limited. To model this situation, we consider the problem of creating the
best possible test suite (covering the maximum number of t-tuples)
within afixed number of test cases (fixed number of columns of the

array).

We define the coverage measure |, (A) of atesting array by theratio

between the number of digtinct t-tuples contained in the column vectors
of A and thetotal number of t-tuples T,(9,,9,,...0,) given by

T.(9:,9;,-.9,) o]

X i X

where the summationisover dl subsets X  {1,2,...,k} of cardinaity
t.

Thetesting budget problem isto construct atesting array A of sizeat
most b having largest possible coverage measure, given fixed values of
t,k,b, and g.

2.3 Embedding covering arrays

A third problem that arisesin the real world isthat of extending a given
set of test vectors. Often the application has been tested in the past, and a
set of regression tests has been used to guarantee compatibility and
consistency with prior releases of the software. In this case we are
interested in the minimal extension of agiven array to achieve coverage
of the t-tuples. (Curt Lindner is very fond of embedding problems— so
this should beright up hisalley.)

The embedding problem for agiven positive integer t isto construct a
covering array B of smallest size whose initia columns are precisely
the columns of agiven testing array A.

24 Minimizing covering arrays

A complementary problem isthe construction of efficient regression
test sets. Hereoneisgiven a t -covering array B, and oneisrequired to
find a smallest subset of the columns which retains the property of
covering all the t-tuples.

Theregression test problem isa specia case of the classical set covering
problem, which is known to be NP-complete. On the other hand, the
standard covering array problem isaspecia case of the regression suite
problem, wheretheinput array A isjust the universa array U of size

g, containing &l the distinct column vectors.
i
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2.5 Forbidden configurations

Another formulation of the regression suite problem comes from the so-
caled forbidden configuration problem.

The set of values used for testing a software component often contains
one or two inadmissible data val ues. For example if a parameter was
specified as taking positive integer values only, one might still want to
test the software by inputting O or a negative number. One might also
want the test vectors to contain not more than one inadmissible data
value — s0 asto test the error handling of each parameter separately.

In generd there may be an arbitrary set of column vectors which the
tester regards as unacceptable members of atesting array. The forbidden
configuration problem is specified by giving atesting array F of
forbidden configurations, and asking for the construction of a covering
array A which contains none of the columns of F . The problem has no

solution if the complement, F , of F with respectto U isnot a
covering array.

The forbidden configuration problem for F isequivaent to the
regression suite problem for F , and vice versa.

We have implemented heuristic solutions to these problems and made
the software available on the internet for academic use. In the remainder
of this paper we describe the software and the a gorithms used to
heuristically solve these problems. In the next section we summarize the
results from the literature that we used.

3. BACKGROUND RESULTS
Elementary counting arguments show the following result:

Lemma3.1: CAN(t,k,0,,9,,.--.0,) 0,0,...0,, and hence
g CAN(tk,9) g

The following monotonicity results are used heavily in the heuristics for
constructing covering arrays.

Lemma 3.2: For all positive integer parameters, we have:

aif k r then CAN(t,k,g) CAN(t,r, Q)

b)if g, h foralithen
CAN(t,K,0,,0,,..9,) CAN(t,k h,h,,..h)

Qif g hthen CAN(t,k,g) CAN(t k,h)
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The construction of orthogonal arrays of strength t for a phabets of size g
a prime power, shows that the lower bound of Lemma 3.1 can be met
provided that the number of rowsisnot larger thang 1.

Theorem 3.3 (Bush[3]): Let g p beaprimepowerwith g t.
Then CAN(t,k,g) g'foral k g 1.Moreover,if g 4 isa
power of 2, then CAN(t,k,g) g'fordl k g 2.

Bush'’s generalization of Macneish’s theorem for mutually orthogona
Latin squares also holds for orthogona arrays of strength greater than 2.

Theorem 3.4 (Bush[2]): If ¢ q; wherethe q; are powers of

distinct primes, then CAN(t,k,g) g', for any

k 1 max(t,ming;).

Stevens, Ling, and Mendelsohn [14] give a construction for near optimal
covering arrays using affine geometries over finite fields. It is one of the

few constructionsin the literature for covering arrays with
heterogeneous d phabets.

Theorem 3.5(Stevens, Ling, and Mendelsohn [14]): Let g p bea
prime power then CAN(2,g 2,9 1Lg 1g 1..9 1) g* 1.
The size of the strength 2 covering array numbers are known precisely
when al the domains are of size 2. This result was proved by Renyi
using methods from extremal set theory. Thisresult is actualy couched
in terms of the budget problem, in that it starts from a fixed number of

columns and determines the maximum number of rowsin a covering
array of strength 2 over the binary alphabet.

Theorem 3.6 (Renyi [12]: Foral k 1 wehave CAN(2,k,2) N
where N isthe smallest integer such that

N 1
N/2

The following recursive constructions are due to Williams. Thefirst one
appears to have been known aso to Cohen, Dala, Fredman, and Patton

[6].
Theorem 3.7 (Williams [18]): If g is prime power, then

a) CAN(2,kqg 1g) CAN(2,k,0) g° q and
b) CAN(2,k(q 1),g9) CAN(2,k,q) g° 1

The following result (whose proof appearsin [8]) isacommon
generadization of the results of Tang and Chen [15], Chateaneuf,
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Colbourn, and Kreher [4], and Boroday [1]. It gives a method of
squaring the number K of rowsin acovering array of strength t while
multiplying the number of columns by afactor dependent only on t and
g, but independent of k. Thisfactor isrelated to the Turan numbers

T(t, g) (see[17]) that are defined to be the number of edgesin the Turan
graph. The Turan graph isthe complete g-partite graph with t vertices,
having b partsof szea 1,and g b partsof szea t/g where

b t ga.Turan'stheorem (1941) statesthat among all t-vertex
graphswithno g 1 cliques, the Turan graph isthe one with the most
edges.

Notethat when g t, T(t,g) t(t 1)/2,andthaawhen g 2,we
have T(t,2) t2/4 .

Theorem 3.8: If CAN(t,k,g) N andthereexist T(t,g) 1 mutualy
orthogonal Latin squares of side k (or equivalently
CAN(2,k,T(t,g) 1) k?)then CAN(t,k*,g) (T(t,g) IN.

Thefollowing result is a doubling construction for covering arrays of
strength 3 and 4. The result for strength 3 is due to Chateauneuf,
Colbourn, and Kreher [4], while the result for strength 4 can be found in

[8].
Theorem 3.9: For al positiveintegers g andk,
a CAN(32k,g) CAN(3k,g) (g DCAN(2k,Q)

b)
CAN(4,2k,g) CAN(4,k,g) (g DCAN(3k,g) CAN(2k,g?)

Finally we quote aresult due to Moura, Stardom, Stevens and Williams
for increasing the size of the largest domain.

Theorem3.10[11]: Let e O,and g, 0, .. 0, then
CAN(2,k,9, €0,,05,--,0,) CAN(2K,0,,0,,..0,) €9,

THEALGORITHMS

In this section, we discuss how the results presented in section 3 can be
used and extended by heuristic methods to solve practical problemsin
the generation of covering arrays and the solution of the other problems
described in section 2. All of these algorithms are available in the
Combinatoria Test Services (CTS) package [9] which we have created.

Wefirg discuss the construction problem for covering arrays.
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The main methods used to construct covering arrays are the direct and
recursive constructions given in Theorems 3.3 to 3.10, and these are
realized by straightforward implementations of the construction and
recursion algorithms. However, Lemma 3.2, the monotonicity lemma,
often produces smaller arrays when the alphabet sizeis not aprime
power or one less than a prime power (when Theorems 3.3, 3.5, and 3.7
are gpplicable).

We begin by analyzing the parameter values t, k, and g. We sort the
vector g, remove al those coordinateswith g, 1, and replace it
either by a constant vector with value g, (the maximum valued
coordinate), or avector whose first coordinateis g, and al remaining

coordinates are equal to g,. Wenow apply either Theorem 3.5 or 3.10
in the second case, or any of the other theoremsin the first case. We aso
consider aphabets of sizes larger than g, in the event that neither g, nor

g, 1areprimepowers.

The resulting covering array is over alarger aphabet than required, and
Lemma 3.2 can be used to reduce the aphabet sizes. When applying
Lemma 3.2, we are also careful to remove any columns which contain
fewer than t elements of the original a phabets, thus reducing the size of
the array.

Another difficulty in programming the use of the results of Section 3is
in deciding which result to apply for any given parameter set, and which
recursionsto use. The CTS package tries several aternatives and
choosesthe smallest array that is constructed. Since all the algorithms
are determinigtic, thetime involved in trying severa aternativesis
negligible.

In Section 5, Tables 1-3 we give the boundson CAN(t,k, g) for

t 4produced by the CTS package. These results are almost dways as
good as the best theoretical results, the only exceptions being where
specid constructions have been used to give particular specia case
improvements. The other mgjor difference between our approach and the
theoretica approach isthat not only doesthe CTS package provide the
bounds, it dso providesthe array explicitly in severa different formats.
Other similar tables of results may be found in [4], [15], and [18].

We deal with the testing budget problem using a similar approach. The
CTS package first constructs a covering array, and then ordersits
columnsin such away asto maximize the incremental coverage
achieved by each new column. It does not explore all possible orderings
of the columns, but rather takes a greedy approach, selecting the next
column myopically using an agorithm whose complexity is quadratic in
the number of columns. For larger arrays we use alinear agorithm
which achieves similar results.

The same heuristic is aso used for the selection of aregression suite.
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The CTS heurigtic for the embedding of atesting array is different from
that given by Cohen, Daal, Fredman, and Patton in [6] and also from
that of Lei and Tai in [10]. Assumethat we are given an array, and we
arerequired to add anew column. Wefirst find the set of t rowswith
the largest number of missing t-tuples, and select one of the missing
tuples as the values in those rows. We then rank all the remaining (row,

value) pairs by computing t values, ( p,, p;....p, ;) - which we cal the

potential vector. Thefirst of these values p, isthe amount by which the
inclusion of thevaluevintherow r in the partial column would increase
the coverage measure. In other words, p, counts the number of t-tuples
containing vin row r and t-1 other values that have already been fixed in
the partial column under construction. In general, p; counts the total

number of missing t-tuplescontainingvinrowr aswell ast 1 |
vauesthat have aready been fixed, and i undecided valuesin the other
rows. We then choose the (row, value) pair with the lexicographically
maximum potentia vector. If several pairs achieve the same maximum
potential vector, we break the tie by arandom choice among those pairs
that achieve the maximum.

Despite the fact that the forbidden configuration problem is theoretically
equivalent to the regression testing problem, in practice it isnot. (I once
asked Curt Lindner “What is the difference between theory and
practice?” He answered: “In theory, thereis no difference...”) It dl
depends on the representation used for covering arrays and forbidden
configurations.

In our software implementation, a forbidden pair of valuesis represented
by asingle vector of length k with two entries from the domain sets,
and theremaining k 2 entries set to awildcard value. This

representation forbidsa set of g k2 different columns, using only a
single column vector.

The CTS package does not implement a construction a gorithm which
takes into account forbidden configurations, but rather it provides
services for deleting and perturbing columns which contain aforbidden
configuration.

There are many open theoretical and a gorithmic problems which remain
to be tackled. We hope that this paper will inspire othersto improve on
our results.

The CTS package which implements our algorithms will probably be
made available in object code form for academic use. The package
contains complete documentation and header files for the use of our
combinatorial testing services.
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5. TABLES OF COVERING ARRAY NUMBERS
kg| 2 3 4 5 6 7 8 9 10
3] 4 9 16 25 36 49 64 81 100
4| 5 9 16 25 48 49 64 81 120
5| 6 15 16 25 48 49 64 81 120
6| 6 15 24 25 48 49 64 81 120
7| 6 15 28 45 48 49 64 81 120
8| 6 15 28 45 48 49 64 81 120
9| 6 15 28 45 62 63 64 81 120
10| 6 15 28 45 78 79 80 81 120
11| 7 15 28 45 78 91 120 119 120
12| 7 15 28 45 78 91 120 119 120
13| 7 15 28 45 78 91 120 153 166
14| 7 17 28 45 78 91 120 153 166
15| 7 17 28 45 78 91 120 153 210
16| 8 17 28 45 88 91 120 153 210
17| 8 21 28 45 88 91 120 153 210
18| 8 21 28 45 88 91 120 153 210
19| 8 21 28 45 88 91 120 153 210
20 8 21 28 45 8 91 120 153 210
21| 8 21 28 45 8 91 120 153 210
22| 8 21 31 45 8 91 120 153 210
23| 8 21 31 45 90 91 120 153 210
24| 8 21 31 45 90 91 120 153 228
25| 8 21 31 45 90 91 120 153 228
26| 8 21 40 45 90 91 120 153 228
27| 8 21 40 45 90 91 120 153 228
28| 8 21 40 45 90 91 120 153 228
20| 8 21 40 45 90 91 120 153 228
30| 8 21 40 45 90 91 120 153 228
kig| 11 12 13 14 15 16 17 18 19 20
3[121 144 169 196 225 256 289 324 361 400
4]121 144 169 252 225 256 289 360 361 400
5|121 168 169 254 255 256 289 360 361 400
6|121 168 169 254 255 256 289 360 361 526
7|121 168 169 254 255 256 289 360 361 526
8|121 168 169 254 255 256 289 360 361 526
9121 168 169 254 255 256 289 360 361 526
10 [ 121 168 169 254 255 256 289 360 361 526
11 [ 121 168 169 254 255 256 289 360 361 526
12 [ 121 168 169 254 255 256 289 360 361 526
13 [ 167 168 169 254 255 256 289 360 361 526
14 | 167 168 169 254 255 256 289 360 361 526
15231 252 253 254 255 256 289 360 361 526
16 | 231 252 253 254 255 256 289 360 361 526
17 [ 231 252 253 254 255 256 289 360 361 526
18 [ 231 284 285 286 287 288 289 360 361 526
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191231 300 325 356 357 358 359 360 361 526

20 [ 231 300 325 356 357 358 359 360 361 526

21 [ 231 300 325 436 465 496 523 524 525 526

22 [ 231 300 325 436 465 496 523 524 525 526

23231 300 325 436 465 496 523 524 525 526

24 [ 231 300 325 436 465 496 523 524 525 526

251231 300 325 436 465 496 561 618 619 620

26 | 231 300 325 436 465 496 561 618 619 620

27 1231 300 325 436 465 496 561 666 703 722

28 [ 231 322 325 436 465 496 561 666 703 722

291231 322 325 436 465 496 561 666 703 832

30 | 231 322 325 436 465 496 561 666 703 832

Table 1: A list of the upper bounds on CAN(2,k, g) provided by our

software.

k/g 2 3 4 5 6 7 8 9 10 11 12 13 14
4 8 27 64 125 216 343 512 729 1000 1331 1728 2197 2744
5| 12 45 64 125 336 343 512 729 1324 1331 2190 2197 4052
6| 12 45 64 125 342 343 512 729 1330 1331 2196 2197 4076
71 13 45| 112 | 225 342 343 512 729 1330 1331 2196 2197 4092
8| 13 45 | 112 | 225 342 343 512 729 1330 1331 2196 2197 4092
9] 18 75 112 225 510 511 512 729 1330 1331 2196 2197 4094

10| 18 75| 112 | 225 510 511 512 729 | 1330 | 1331 | 2196 | 2197 | 4094

11] 18 75| 136 | 225 634 637 960 | 1329 | 1330 | 1331 | 2196 | 2197 | 4094

12 | 18 75| 136 | 225 634 637 960 | 1329 | 1330 | 1331 | 2196 | 2197 | 4094

13 [ 19 75| 196 | 405 634 637 960 | 1377 | 2194 | 2195 | 2196 | 2197 | 4094

14| 19 75| 196 | 405 634 637 960 | 1377 | 2194 | 2195 | 2196 | 2197 | 4094

15[ 19 75| 196 | 405 634 637 960 | 1377 | 2538 | 2541 | 4092 | 4093 | 4094

16| 19 75| 196 | 405 634 637 960 | 1377 | 2538 | 2541 | 4092 | 4093 | 4094

17| 24| 105| 196 | 405 886 889 960 | 1377 | 2538 | 2541 | 4092 | 4093 | 4094

18] 24| 105| 196 | 405 886 889 960 | 1377 | 2538 | 2541 | 4092 | 4093 | 4094

19| 24| 105| 196 | 405 982 985 | 1072 | 1377 | 2538 | 2541 | 4222 | 4225 | 6854

20 24| 105 | 196 | 405 982 985 | 1072 | 1377 | 2538 | 2541 | 4222 | 4225 | 6854

21| 25| 105 | 220 | 405 | 1156 | 1183 | 1800 | 2281 | 2538 | 2541 | 4222 | 4225 | 7926

22 25| 105| 220 | 405| 1156 | 1800 | 1800 | 2281 | 2538 | 2541 | 4222 | 4225 | 7926

23| 25| 105| 220 | 405 | 1156 | 1800 | 1800 | 2281 | 2538 | 2541 | 4222 | 4225 | 7926

24 25| 105| 220 | 405| 1156 | 1800 | 1800 | 2281 | 2538 | 2541 | 4222 | 4225 | 7926

25| 26| 105| 280 | 585 | 1156 | 1800 | 1800 | 2601 | 3862 | 3865 | 4222 | 4225 | 7926

26 26| 105| 280 | 585| 1156 | 1800 | 1800 | 2601 | 3862 | 3865 | 4222 | 4225 | 7926

27| 26| 117 | 280 | 585 | 1156 | 1800 | 1800 | 2601 | 3862 | 3865 | 4222 | 4225 | 7926

28 26| 117 | 280 | 585| 1156 | 1800 | 1800 | 2601 | 3862 | 3865 | 4222 | 4225 | 7926

29 26| 117 | 280 | 585| 1156 | 1800 | 1800 | 2601 | 4808 | 4851 | 7126 | 7129 | 7926

30| 26| 117 | 280 | 585 | 1156 | 1800 | 1800 | 2601 | 4808 | 4851 | 7126 | 7129 | 7926

Table 2: A list of the upper bounds on CAN(3,k, g) provided by our
software.
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g/k 2 3 4 5 6 7 8
5 24 135 256 625 2036 2401 4096
6 28 153 564 625 2300 2401 4096
7 38 207 688 1725 2380 2401 4096
8 42 207 696 1725 2400 2401 4096
9 50 285 696 1725 4062 4095 4096
10 50 309 696 1725 6534 | 6553 6560
Table 3: A list of the upper bounds on CAN(4, Kk, g) provided by our
software.
Parameter sizes | IPO | TConfig | AETG | CTS
3t 10 |9 9 9
33 20 |15 15 15
415317929 34 |40 41 39
413%99% 27 | 30 28 29
2100 15 | 14 10
102 219 | 231 180 | 210
410 31 |28 28
420 34 |28 28
4% 41 |40 40
4% 42 |40 40
4% 47 | 40 40
4% 47 | 40 40
47 49 |40 40
480 49 |40 40
49 52 |43 43
4100 52 |43 43

Table4: A comparison of the bounds obtained for covering arrays of

strength 2 by four different algorithmic approaches. We use the

exponential notation for the vector of alphabet sizes. A similar table was
originaly published in [18]. We have extended the table to include the
results of [6] and those of this paper. The PO agorithm is reported in

[10], the TConfig algorithmisreported in [18], the AETG adgorithmis
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reported in [6], and the last column, CTS, represents the results reported
in this paper.

NOTE ADDED IN PROOF

A recently published paper by N. Kobayashi, T. Tsuchiya, and T.
Kikuno, A new method for constructing pair-wise covering designs for
software testing, Information Processing Letters 81 (2002) 85-91,
includes some new algorithms and heuristics for covering arrays with
heterogeneous a phabets. This paper claims new world records for the 3

and 4" linesin Table 4 with their bounds being CAN(2,4°3"2%°) 31
and CAN(2,4'3%2%) 24,
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