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Abstract test program generators were introduced; these use an archi-
tecturalreference-modeto track the state of the processor
Simulation of automatically-generated test programs is during the generation process. The reference-model pro-
the primary means for verifying complex hardware designs vides feedback to the test program generator regarding the
and random test program generators therefore play a maeurrent value of architectural resources used in the test. The
jor role in the verification process of micro-processors. The generator can then use this information to create more inci-
input for a test program generator is typically an abstractsive test patterns that are more likely to expose design flaws
specification—a template—of the tests to be generated. Dudsee Figure 1).
to randomness, generators often encounter situations that A significant consequence of randomness is that it can
were not anticipated when the test specification was writ-lead to situations that are difficult or impossible for users
ten. In this paper, we introduce the concept of adaptive testo anticipate when defining the input test program template.
program generation, which is designed to handle these unWhen such situations occur, users would like the generator
foreseen situations. We propose a technique that defineto use an alternative template that exploits or reacts to the
unexpected events together with their alternative programunanticipated situation. The process of detecting such sit-
specifications. When an event is detected, its correspondingiations and injecting alternative sequences of instructions
alternative specification is injected into the test program. into the test program is termediaptive test program gen-
eration
Examples for the use of adaptive test program genera-

. tion include:
Introduction

1. Handling unexpected interrupts caused by a generated
The goal of processor functional verification is to en- instruction.

sure functional conformance of a processor design to its ar-

chitectural and micro-architectural specifications. One way 2. Avoiding unwanted situations from occurring in the
to achieve this goal is to write test programs that check the ~ test program. These can be detected in advance, and
functionality of the processor and run them on the designor ~ Prevented or corrected after having occurred. An ex-
its simulator [6, 9]. These tests typically contain atleasta ~ ample of an unwanted situation is one in which a test
sequence of instructions to be executed, and possibly initial ~ Program reaches a state that is not supported by the
values and expected result values for architectural resources ~ design in an early verification stage.

used by the instructions. The test programs are run by set-
ting the initial values of the design’s resources and execut-
ing the instructions on a design simulator.

The current practice in the processor verification indus- Previous techniques for handling unexpected interrupts
try is to generate most test programs automatically with aor undesired situations were either to stop generation once
pseudo-random test program generator [2, 3, 7, 8, 5]. Thethe situation occurs or to handle them with special-purpose
input to such a test program generator is a user-defined semechanisms built into the generator (as in the generators
guence of partially specified instructions outlining the sce- described in [5, 2]). The former method prevents the gen-
nario that should occur when the test program is run. Thiseration of long and complex test programs. The latter lacks
outline acts as a template for the generated test programthe flexibility required to handle frequent design changes.
The test program generator generates the test according tm addition, both methods provide very limited user control
the template, by filling in the missing details with valid ran- over the generated test program, and are incapable of han-
dom values. Random choices are often biased to improvedling the case of rare situations exploitation.
the quality of the test program. We introduce a novel mechanism for adaptive test pro-

The first generation of test program generators weregram generation that is more general and more flexible than
staticin that they had no knowledge of the state of the ver- existing approaches. This mechanism is based on the defi-
ified design during the generation process. Lalgnamic  nition of a language construct — called Buent— as part

3. Exploiting rare situations that occur by chance during
the test program run.
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Table 1. Test Template and Test

Template Generator Program| Simulator

Test Program Template | Test Program

I Instr: Add R1+R2 — x | Resource Initial Values:

Reference selecttargetdata=0 R1 =4, R2 = 4
Model . : .
Instr: Store Instructions:

Instr: Load Add R1+R2 — R5

Figure 1. Test Program Generation Scheme Store R5 — 1000

Load R1 — 1000

of the test program template language. An Event consists of

a conditionand aresponse-templateThe generator refers

to the condition in order to identify that the Event has oc- reference-model provides feedback to the test program gen-
curred. When an Event’s condition is satisfied, the generatorerator on the current value of the resources used in the test.
interrupts normal operations, generates the Event’s responsé&he test program generator can then use this information to
template, and returns to the original test program templatecreate more incisive test patterns, which are more likely to
at the interruption point. expose design flaws.

The Events can be defined separately from the speci-  Finally, the generated test program is passed to a de-
fication of the scenario in the main test program template.Sign simulator which runs the test program and looks for
This achieves a separation of concerns between the planviolations of the specification.
ning of the scenario to be tested and the handling of the
unexpected situations that may occur in the scenario.

Adaptive test program generation is an integral part of
Genesys-Prpa state-of-the-art random test program gen-
erator developed at the IBM Research Laboratory in Haifa
and used extensively by IBM for the verification of high-end
processors.

.The re?'t of this Paper Is organized as follows: The fql- In the following discussion, we use the testatement
lowing section explains the relevant test program generat!ormto refer to a basic construct of the template language. Ex-
scheme. . Then we expand on t_he event-response teChn_'qugmpIes can include a request for a specific instruction, a se-
and provide examples of adapiive test program generatlonquence or repetition of partially specified instructions, and

The.fme_xl §ect|on descnpes how adapiive test program 9€N50 forth. A test program template is formed by combining
eration is implemented in the Genesys-Pro generator.

several such statements.

Consider the example of a test program template in Ta-
ble 1. This template includes three instruction statements.
The first statement specifies &ud instruction that uses
R1 andR2 as input. The target register is left unspecified.

The test program generation scheme assumed in thisThe generator chod®5 as the target register, as can be seen
paper is shown in Figure 1. The input to the test programin the final test program shown in the table. The template
generator is dest program template-an abstract specifi- also specifies that the result of tAdd should be zero. The
cation of tests to be generated. This template outlines thegenerator fulfilled this request by initializirigl with 4 and
scenario that should occur in the test program. Typically, R2 with -4. The other two instruction statements specify a
test program templates are incomplete in that various de-Store instruction and d.oad instruction. The generator
tails of each instruction, such as the specific resources tachose the same address (i.e., 1000) for the Store and Load
be used (i.e., which registers or memory locations), the datébecause it biases the test program towards memory reuse.
for these resources, and even the exact instruction to be gen-
erated, may be left unspecified. The test program generator
then generates a complete test by filling in the missing infor- Event Statement
mation of each instruction with random values. The choice
of random values is often biased so as to increase the chance  The main object of this paper is the introduction of a

Test Program Templates

A simple test program template language may only allow
a list of partially specified instructions. More sophisti-
cated languages may include constructs for designing the
structure of the test program and various types of con-
straints on properties of the test program'’s instructions and
resources [4].

Test Program Generation Scheme

of finding bugs in the design. technique termed Adaptive Test Program Generation, which
The generator is assumed to generate the test programy carried out by means of a novel test program template
instructions sequentially in their program ortiein the dy- language construct called an Event.

namic test program generation scheme shown in Figure 1,  An Event consists of aondition and a response-

the generator uses an architectural reference-model to trackemplate After each instruction is generated, the conditions

the state of the processor during the generation process. Thgf all the defined Events are checked. Whenever the condi-
1This assumption can be relaxed (as seen in [1]) but is taken here totiON Of an Event is satisfied, its response-template is used for

simplify the discussion. generation. After the response-template has been generated,




Uses of Adaptive Test Program Generation
Table 2. Test Program Template with an Event

This section gives some motivation for adaptive test

Test Program Template Test Program . . . .
— - generation by showing examples of situations that may oc-
Test Program Template Body} Resource Initial Values: duri . d be aided b
Repeat 10 times R2=12 R3=-7,R4=1 cur during test program generation and can be aided by our
Instr: Add = + %= — R1 | Instructions: proposed technique.
Instr:Div. % /| R1 — x Add R4 + 3 — R1

Architectural Interrupts

. . Div R2 / Rl — R2 Users often want to generate an alternative set of instruc-
Event Avoid-Zero-Divide Add R3 + 7 — R1 ) .
condition: R1=0 Move-To 5 — R1 tions when an unexpected_ interrupt occurs. In_some cases,
response : Div RL/ Rl — R4 the user may want to avoid a test program with an inter-
Instr: Move-To 5 — R1 Add R4 + 7 — R3 rupt (perhaps because the verified design does not yet han-
: dle this case correctly) or to verify that the design behaves
Div R3/ R2 — R2 correctly when an interrupt occurs. This can be handled

with an Event whose condition checks whether an interrupt
occurred, and whose response-template includes statements

o for dealing with the interrupt.
the generator returns to the original test program template. |, Taple 3. the main template body asks for 10 Store
This process is recursive, since the Event statement involve$,siryctions. Suppose that a Store instruction may cause
the generation of instructions which, in turn, may cause they, llegal _Access interrupt, which in turn sets the

condition of furthereventdo be satisfied and the generation program-counter t0x300 . The request for the Stores was

of their respective response-templates. given with no further specification, so that the random gen-
Theresponse-templat@ay be any statement of the test  gration of a Store may lead to the interrupt.

program template language. An Eveanditionmay refer With no adaptive test program generation, if one of the

to: Stores causes afilegal  _Access interrupt, the gen-

) ) erator will continue to generate the rest of the Stores from
e The Machine stateas given by the reference-model ,qqress 300. The Event appearing in Table 3 specifies that
used by the generator. The machine state may in-yhen an exception occurs and the program-counter equals
clude the architectural or micro-architectural resources g, 300 the generator should generate Xor instruction,
maintained by the reference-model, including for ex- {o|15ved by aReturn _From_Interrupt  instruction, in-
ample, the current values of processor registers, MeMyaaq ofStores . This, in effect, specifies the instructions

ory, caches, etc. to generate for théllegal  _Access interrupt handler.
e Generation state and informatiorExamples include Aftetr tgf han;jler |fhgeneratte d, tr;etginzratg)_rhrettur?s to gen-
the number and types of instructions generated so farfara € Stores from the maintemplate body. The test program

the registers that were used in the last generated in-" the table also gives the memory locations in which the

struction, or a reference to different settings that were generated instructions are placed by the generator, assum-

made in the test program template. ing tha_t instruction opcodes take up 4 bytes. N

With the Event response-templates, users writing test
m-Program templates have complete control over the manner
in which different interrupt handlers are generated. There
is also added flexibility in the use of a general Event con-
dition relating to current resource values. This enables the
generation ofelocatable interruptdi.e., interrupts whose

handlers do not reside in pre-specified memory locations).

Table 2 shows a simple example of a test program te
plate with an Event. The main body of the template asks for
10 pairs of anAdd instruction followed by &Div instruc-
tion. TheAdd instruction adds a register and an immediate
value (left unspecified) into registBrl. TheDiv is a divide
instruction that should ude1 as the divisor. The template
includes an Event namelvoid-Zero-Divide , which Avoiding Problem Situations

is to be activated whenevB1 becomes 0. Its response isto  Eyents can be used to avoid or to recover from unwanted sit-
setR1to 5 with aMove_To instruction. As the generated ations that may occur during generation. To avoid an unde-
test program shows, the secoAdd puts the value 0 into  sjred sjtuation, the Event condition should identify that the
R1. This caused the Event to be invoked, which caused theynwanted state iabout tooccur and the response-template
generator to add thmMove_To instruction to the test pro-  should include an “escape” action. The Event in Table 2
gram, settinR1to 5. The instructions added by the event s an example of this type of Event. To recover from an
are shown in bold in this table and in the following tables ynwanted state, the Event condition should identify that
given in the paper. Following this, the test program con- the unwanted stateasoccurred and the response-template
tinues with theDiv instruction of the interrupted pair, and  spould include a corrective action. If the generator has the
then continues with the remaining 8 pairsAdd andDiv capability to undo the last generated instruction, a typical
Instructions. corrective action would indicate to the generator that the in-
struction that caused the invocation of the Event should be



Table 3. Handling exceptions with an Event

Test Program Template

Test Program

Test Program Template Body:
Repeat 10 times
Instr: Store

Event: Handlelllegal_Accessinterrupt
condition:
exception occurred ariC=300
response :
Instr: Xor
Instr: Return _From_Interrupt

Instructions:
1000: Store
1004: Store
1008: Store
300: Xor
304: Return_From _Interrupt
100C:Store
1010: Store

1024:Store

Table 4. Escaping from unfetchable memory areas

Test Program Template

Test Program

Test Program Template Body:
Repeat 10 times
Instr: Store

Event EscapeUnfetchableMemory
condition:

locationPC+4is unfetchable
response :

Instr: Branch to fetchable location

Instructions:
1000: Store
1004: Store
1008: Store
100C:Branch — 2000
2000: Store
2004: Store

2018: Store

undone.

The following list gives some important examples of

cases where adaptive generation with Events can be used to
avoid problematic states:

e Avoid states unsupported by the designin early ver-
ification stages, test program generators must avoid sit-
uations not yet supported by the design. For example,
the template in Table 2 can be used for a design that
does not yet support tHeivide _By_Zero interrupt.

e Avoid instruction fetches from illegal locations
Some memory locations are unsuitable for instruction
fetches. Examples may include data-only segments or
reserved memory areas. Another example that may oc-
cur during test program generation is that the generator
cannot place a new instruction in a memory location
already occupied by a previously placed instruction.

When the generator generates the instructions from the
template in program order, it normally places the gen-
erated instructions one after the other in adjacent mem-
ory locations. An exception is when a generated in-
struction causes a branch (either an explicit branch in-
struction or an implicit branch, such as an interrupt). In

this case, the generator must start placing the generated

instructions at the branch target location.

As the generator generates instructions and places

them in memory, it may reach an unsuitable location
for fetches. The Event in Table 4 identifies that this
situation is about to occur and avoids it by generating

a branch to some valid location. The example assumes
again that an instruction opcode takes up 4 bytes. Thus,
PC+4 (PC being the program-counter register) points
to the location where the PC is going to end up after
the generation of the next instruction. If this points to
an unfetchable location, the generator should generate
the escaping branch before continuing with the gener-
ation of instructions from the main template body.

e Avoid using up all available resources As part of an
instruction’s generation, the generator must select val-
ues for the resources used by the instruction. This way,
the generator controls the behavior of the instruction.
Registers are a limited resource—most architectures
define several dozen general purpose registers. Thus,
for the first instructions of the test program, the gen-
erator can easily find registers that have yet not been
assigned values and use them in the new instructions,
with whatever values the generator sees fit. Later on in
the test program, if all the registers have already been
used, the generator is limited to the values that cur-
rently exist in the registers. This may critically disable
the generator’s ability to control the behavior of the
test’s instructions or even to generate instructions that
behave legally. The problem naturally becomes more
acute as test programs grow longer.

In [1], the authors describe a mechanism that deals
with this problem implemented in the Genesys-Pro

generator. The technique, based on the adaptive test
program generation approach described here, basically



defines a 'reloading’ Event. The condition of this [l handlers i Bl
Event is satisfied whenever there are not enough reg- B § EVENT: name: MACHINE_CHECK (a)
isters available. The response-template increases the B SEQUENCE@ (d

. & PRINT: '%%% Machine Check”
number of free registers. 2 o achine Check’ (@
k& rfmci (d)

B f EYENT: name: DSI (2
B SEQUENCE (& (d)
="' FRINT: expr: "¥%% DSI" (a)

Exploiting Rare Situations
Some states that may be desired by the user may be difficult

for the generator to cause deliberately, but can be easy to B vERBATIM
identify once they have occurred. E update srrd and add to interrupt count

For example: the user may want to verify a o initResource: class: REGISTER, resource: General_
Branch _On.Overflow instruction that follows some & initResource: class: REGISTER, resource: General_
specific type of multiplication overflow that is difficult to i NiREEOUECE s s REBIDTRR, s olrceGRAR1

|E=

generate analytically.

In this case, it may be unreasonably time-consuming to
attempt to generate the specific overflow analytically. How- Figure 2. Genesys-Pro GUI
ever, while the generator is used for massive random test
program generation, the Event may occur by chance (per-
haps with the aid of some testing knowledge in the tool).
Adaptive test program generation can then be used with a
Event statement in which the condition identifies that the
rare overflow has occurred, and the response-template in
serts the desireBranch _On Overflow instruction.

In addition, the usage of Events makes adaptive test
JProgram generation in Genesys-Pro more unified and sim-
ple to use and maintain. The richness of Genesys-Pro’s
template language, together with the flexibility of the Event
statement enables the support for many new cases of adap-
tive test program generation (such as relocatable and asyn-
chronous interrupts and Preemptive-Reloading [1]).

Adaptive Test Program Generation in

Genesys-Pro
Summary

Genesys-Pro, developed at the IBM Research Labora-
tory in Haifa (see Figure 2), is the main test program gener-  Inthis paper we introduced the conceprafaptive Test
ator used for processor verification within IBM. It has been Program Generatiotthat uses a new language construct for
used for the verification of nine processor designs duringtest program template languages — namely an Event state-
the last few years. One of the major advancements maddnent. Adaptive test program generation is required for han-
with Genesys-Pro was in a rich test program template lan-dling situations that occur unexpectedly during generation.
guage that enables the description of more Comp|ex scenarn this method, the generation of instructions for the main
ios. The language is hierarchical, and includes program-body of the test program template is interrupted when the
mmg sty|e constructs (e_g_' variables, expressions and ConEvent’S condition is satisfied, and the situation is handled
trol constructs such as loops, if-else, etc.). The languagedy generating the Event's response-template.
provides the full range of expressibility between a precise ~ In existing approaches to the problem, some unex-
description of the required scenario and a more event-driverPected situations could cause the generation to stop and
approach, in which the user gi\/es on|y the genera| characsome specific situations are identified and handled with
teristics of the scenario and allows the generator to fill in the Special-purpose mechanisms. With adaptive test program
details. generation, users have control over the definition of situa-

Adaptive test program generation with Event state- tions that require adaptation and the specific responses to
ments has been imp]emented as part of Genesys-Pro. sOnféese situations. All adaptive test program generation cases
of the adaptive test program generation cases described iare handled uniformly using the same Event handling gen-
the previous section (e.g., interrupts handling and escapingrator mechanism. This simplifies both the usage and main-
non-fetchable memory) were handled by the previous gen-tenance of the tool. In addition, the specification of the way
eration test program generator, nant@enesys However, unexpected situations are handled (through Events) is made
there they were implemented as separate special-purposgeparate from the specification of the main scenario planned
built-in mechanisms of the generator. The introduction of for the test program. In fact, Genesys-Pro maintains a sepa-
Event statements gives the user direct control over the adaprate file with default Event statements which users may in-
tive test program generation. The user can now handleclude in their his own test program templates. This sep-
his own variations of event management by simply mak- aration of concerns relieves the writer of the test program

ing changes to his own template files, without needing to template from worrying about interferences of unexpected
change the generator code. situations when designing the template. In addition, the

2 . . . management of unexpected situations may be altered inde-
There are actually many examples of interesting constraints on

operands of floating point operations for which only heuristic search so- P€ndently without needing to change the test program tem-
lutions are currently known plates.




Adaptive test program generation with Events has been
implemented in the Genesys-Pro test generator and has been
used for several years in the verification of IBM designs.
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