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ABSTRACT

Functional verification is widely acknowledged as the bottleneck
in the hardware design cycle. This paper addresses one of the
main challenges of simulation based verification (or dynamic veri-
fication), by providing a new approach for Coverage Directed Test
Generation (CDG). This approach is based on Bayesian networks
and computer learning techniques. It provides an efficient way for
closing a feedback loop from the coverage domain back to a gener-
ator that produces new stimuli to the tested design. In this paper, we
show how to apply Bayesian networks to the CDG problem. Ap-
plying Bayesian networks to the CDG framework has been tested in
several experiments, exhibiting encouraging results and indicating
that the suggested approach can be used to achieve CDG goals.
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1. INTRODUCTION

Functional verification is widely acknowledged as the bottleneck
in the hardware design cycle [1]. To date, up to 70% of the design
development time and resources are spent on functional verifica-
tion. The increasing complexity of hardware designs raises the
need for the development of new techniques and methodologies
that can provide the verification team with the means to achieve its
goals quickly and with limited resources.

The current practice for functional verification of complex de-
signs starts with a definition of a test plan, comprised of a large
set of events that the verification team would like to observe dur-
ing the verification process. The test plan is usually implemented
using random test generators that produce a large number of test-
cases, and coverage tools that detect the occurrence of events in
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the test plan, and provide information related to the progress of the
test plan. Analysis of the coverage reports allows the verification
team to modify the directives for the test generators and to better
hit areas or specific tasks in the design that are not covered well [5].

The analysis of coverage reports, and their translation to a set
of test generator directives to guide and enhance the implementa-
tion of the test plan, result in major manual bottlenecks in the oth-
erwise highly automated verification process. Considerable effort
is invested in finding ways to close the loop of coverage analysis
and test generation. Coverage directed test generation (CDG) is
a technique to automate the feedback from coverage analysis to
test generation. The main goals of CDG are to improve the cover-
age progress rate, to help reaching uncovered tasks, and to provide
many different ways to reach a given coverage task. Achieving
these goals should increase the efficiency and quality of the verifi-
cation process and reduce the time and effort needed to implement
a test plan.

In this paper, we propose a new approach for coverage directed
test generation. Our approach is to cast CDG in a statistical infer-
ence framework, and apply computer learning techniques to achieve
the CDG goals. Specifically, our approach is based on modeling the
relationship between the coverage information and the directives to
the test generator using Bayesian networks [9]. A Bayesian net-
work is a directed graph whose nodes are random variables and
whose edges represent direct dependency between their sink and
source nodes. Each node in the Bayesian network is associated with
a set of parameters specifying its conditional probability given the
state of its parents.

Simply stated, the CDG process is performed in two main steps.
In the first step, a training set is used to learn the parameters of
a Bayesian network that models the relationship between the cov-
erage information and the test directives. In the second step, the
Bayesian network is used to provide the most probable directives
that would lead to a given coverage task (or set of tasks).

Bayesian networks are well suited to the kind of modeling re-
quired for CDG, because they offer a natural and compact rep-
resentation of the rather complex relationship between the CDG
ingredients, together with the ability to encode essential domain
knowledge. Moreover, adaptive tuning of the Bayesian network
parameters provides a mean to focus on the rare coverage cases.

We describe two experiments in which we tested the the abil-
ity of Bayesian networks to handle aspects of the CDG problem
in various settings. The goals of the experiments were to increase
the hitting rates in hard-to-reach coverage cases; design directives
aimed at reaching uncovered tasks; and provide many different di-
rectives for a given coverage task. We used two settings for our
experiments. In the first setting, we used a Bayesian network to
generate instruction streams to an abstract model of the pipeline of
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an advanced super-scalar PowerPC processor. In the second set-
ting, we used a Bayesian network to generate directives to an ex-
isting test generator of a storage control unit of a mainframe with a
goal to cover all possible transactions from the CPUs connected to
this unit. In both experiments we reached our goals. The encour-
aging results suggests that Bayesian networks may well be used to
achieve the primary goals of CDG.

The remainder of this paper is as follows. In Section 2, we briefly
present the CDG framework and review related work. In Section 3,
we describe Bayesian networks and their application to CDG. Sec-
tions 4 and 5 provide detailed descriptions of the experiments. We
conclude with a few remarks and suggestions for future study.

2. COVERAGE DIRECTED TEST GENER-
ATION (CDG)

In current industry practice, verification by simulation, or dy-
namic verification, is the leading technique for functional verifica-
tion. Coverage is used to ensure that the verification of the design is
thorough, and the definition of coverage events or testing require-
ments is a major part in the definition of the verification plan of the
design. Often, a family of coverage events that share common prop-
erties are grouped together to form a coverage model [7]. Members
of the coverage model are called coverage tasks and are considered
part of the test plan. Cross-product coverage models [7] are of spe-
cial interest. These models are defined by a basic event and a set of
parameters or attributes, where the list of coverage tasks comprises
all possible combinations of values for the attributes.

Figure 1 illustrates the verification process with an automatic
random test generation. A test plan is translated by the verifica-
tion team to a set of directives for the random test generator. Based
on these directives and embedded domain knowledge, the test gen-
erator produces many test-cases. The design under test (DUT) is
then simulated using the generated test-cases, and its behavior is
monitored to make sure that it meets its specification. In addition,
coverage tools are used to detect the occurrence of coverage tasks
during simulation. Analysis of the reports provided by the cover-
age tools allows the verification team to modify the directives to
the test generator to overcome weaknesses in the implementation
of the test plan. This process is repeated until the exit criteria in the
test plan are met.

The use of automatic test generators can dramatically reduce the
amount of manual labor required to implement the test plan. Even
so0, the manual work needed for analyzing the coverage reports and
translating them to directives for the test generator, can constitute a
bottleneck in the verification process. Therefore, considerable ef-
fort is spent on finding ways to automate this procedure, and close
the loop of coverage analysis and test generation. This automated
feedback from coverage analysis to test generation, known as Cov-
erage Directed test Generation (CDG), can reduce the manual work
in the verification process and increase its efficiency.

In general, the goal of CDG is to automatically provide directives
that are based on coverage analysis to the test generator. This can
be further divided into two sub-goals: First, to provide directives to
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the test generator that help in reaching hard cases, namely uncov-
ered or rarely covered tasks. Achieving this sub-goal can shorten
the time needed to fulfill the test plan and reduce the number of
manually written directives. Second, to provide directives that al-
low easier reach for any coverage task, using a different set of direc-
tives when possible. Achieving this sub-goal makes the verification
process more robust, because it increases the number of times a task
has been covered during verification. Moreover, if a coverage task
is reached via different directions, the chances to discover hidden
bugs related to this task are increased [8].

In the past, two general approaches for CDG have been pro-
posed: feedback-based CDG and CDG by construction. Feedback-
based CDG relies on feedback from the coverage analysis to auto-
matically modify the directives to the test generator. For example,
in [2], a genetic algorithm is used to select and modify test-cases to
increase coverage. In [13], coverage analysis data is used to mod-
ify the parameters of a Markov Chain that represents the DUT. The
Markov Chain is then used to generate test-cases for the design.
In [11], the coverage analysis results trigger a set of generation
rules that modify the testing directives. In contrast, in CDG by
construction, an external model of the DUT is used to generate test
directives designed to accurately hit the coverage tasks. For exam-
ple, in [14] an FSM model of pipelines is used to generate tests that
cover instruction interdependencies in the pipes.

3. COVERAGE DIRECTED TEST GENER-
ATION USING BAYESIAN NETWORKS

The random nature of automatic test-case generators imposes a
considerable amount of uncertainty in the relationship between test
directives and coverage tasks, e.g., the same set of directives can
be used to generate many different test-cases, each leading to dif-
ferent coverage tasks. This inherent uncertainty suggests to cast
the CDG setup in a statistical inference framework. To this end,
Bayesian networks offer an efficient modeling scheme by provid-
ing a compact representation of the complex (possibly stochastic)
relationships among the CDG ingredients, together with the pos-
sibility to encode essential domain knowledge. It should be noted
that we do not suggest modeling the behavior of the design, typi-
cally a large and complicated (deterministic) finite state machine.
Rather, we model the CDG process itself, namely the trial-and-
error procedure governed by the verification team, which controls
the test generation at one end and traces the progress of covering
the test plan at the other.

3.1 ABriefIntroduction to Bayesian Networks

A Bayesian network is a graphical representation of the joint
probability distribution for a set of variables. This representation
was originally designed to encode the uncertain knowledge of an
expert and can be dated back to the geneticist Sewall Wright [15].
Their initial development in the late 1970s was motivated by the
need to model the top-down (semantic) and bottom-up (perceptual)
combinations of evidence (observations/findings). Their capability
for bidirectional inferences, combined with a rigorous probabilistic
foundation, led to the rapid emergence of Bayesian networks as the
method of choice for uncertain reasoning in Al and expert systems,
replacing ad hoc rule-based schemes. Bayesian networks also play
a crucial role in diagnosis and decision support systems [10].

Obviously, there’s a computational problem in dealing with many
sources of uncertainty, i.e. the ability to perform probabilistic ma-
nipulations in high dimensions (the “curse of dimensionality”). The
main breakthrough emerged in the late 1980s and can be attributed
to Judea Pearl [12], who introduced 'modularity’, thus enabling



large and complex models and theirs associated calculations, to be
split up into small manageable pieces. The best way to do this is
via the imposition of meaningfully simplified conditional indepen-
dence assumptions. These, in turn, can be expressed by means of a
powerful and appealing graphical representation.

A Bayesian network consists of two components. The first is a
directed acyclic graph in which each vertex corresponds to a ran-
dom variable. This graph represents a set of conditional indepen-
dence properties of the represented distribution: each variable is
probabilistically independent of its non-descendants in the graph
given the state of its parents. The graph captures the qualitative
structure of the probability distribution, and is exploited for effi-
cient inference and decision making. The second component is a
collection of local interaction models that describe the conditional
probability p(X;|Pa;) of each variable X; given its parents Pa;. To-
gether, these two components represent a unique joint probability
distribution over the complete set of variables X [12]. The joint
probability distribution is given by the following equation:

n
p(X) = [ p(XiPai) (1
i=1

It can be shown that this equation actually implies the conditional
independence semantics of the graphical structure given earlier.
Eq. 1 shows that the joint distribution specified by a Bayesian net-
work has a factored representation as the product of individual local
interaction models. Thus, while Bayesian networks can represent
arbitrary probability distributions, they provide a computational ad-
vantage for those distributions that can be represented with a simple
structure.

The characterization given by Eq. 1 is a purely formal charac-
terization in terms of probabilities and conditional independence.
An informal connection can be made between this characterization
and the intuitive notion of direct causal influence. It has been noted
that if the edges in the network structure correspond to causal re-
lationships, where a variable’s parents represent the direct causal
influences on that variable, then resulting networks are often very
concise and accurate descriptions of the domain. Thus it appears
that in many practical situations, a Bayesian network provides a
natural way to encode causal information. Nonetheless, it is often
difficult and time consuming to construct Bayesian networks from
expert knowledge alone, particularly because of the need to provide
numerical parameters. This observation, together with the fact that
data is becoming increasingly available and cheaper to acquire, has
led to a growing interest in using data to learn both the structure
and probabilities of a Bayesian network (cf. [3, 9, 12]).

Typical types of queries that can be efficiently answered by the
Bayesian network model are derived from applying the Bayes rule
to yield posterior probabilities for the values of a node (or set of
nodes), X, given some evidence, E, i.e. assignment of specific val-
ues to other nodes:

P(E|X) * p(X)
p(E)
Thus, a statistical inference can be made in the form of either select-
ing the Maximal A Posteriori (MAP) probability, max p(X|E), or
obtaining the Most Probable Explanation (MPE), argmax p(X|E).
The sophisticated yet efficient methods that have been developed

for using Bayesian networks provide the means for predictive and
diagnostic inference!. A diagnostic query is such that the evidence

p(X|E) =

IThis is in contrast to standard regression and classification meth-
ods (e.g., feed forward neural networks and decision trees) that
encode only the probability distribution of a target variable given
several input variables.
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Figure 2: Bayesian Network of CDG

nodes E represent a cause, while the queried nodes, X, represent
an effect. The reversed direction, i.e. evidence on the effect nodes
which serves to determine the possible cause, is called abductive.
These methods also allow Bayesian networks to reason efficiently
with missing values, by computing the marginal probability of the
query given the observed values.

There are two important extensions of Bayesian networks: Dy-
namic Bayesian networks and influence diagrams. The first exten-
sion (see [6]) enables the incorporation of time, thus modeling tem-
poral dependencies in a stochastic process. The second extension
(see [3]) enriches the Bayesian network paradigm with decision
making and utility considerations which create a powerful mecha-
nism for dealing with decisions under uncertainty constraints.

3.2 A Bayesian Network for CDG

The CDG process begins with the construction of a Bayesian net-
work model that describes the relations between the test directives
and the coverage space. Figure 2 illustrates a simple, yet typical,
Bayesian network, which models a small excerpt of the CDG setup.
The network describes the relationship between the directives that
influence the type of command that is generated (cp-cmd_type)
and the active cores inside a CPU (cp_core_enable), and the
coverage attributes of a generated command (cmd), its response
(resp), and the core that generated it (core). The network is
comprised of input nodes (the white circles on the left) that re-
late to test directives that appear to their left and coverage nodes
(the white squares on the right) that define the coverage space. In
addition to these nodes, for which we have physical observations,
the network may also contain hidden nodes, namely variables for
which we don’t have any physical evidence (observations) for their
interactions. These variables are represented as shaded ovals in
the figure. Hidden nodes are added to the Bayesian network struc-
ture primarily to reflect expert domain knowledge regarding hidden
causes and functionalities which impose some structure on the in-
teraction between the interface (observed) nodes?.

The Bayesian network at Fig. 2 describes the causal relationships
from the test generation directives (causes) to the coverage model
space (effects). For example, it encodes the expert knowledge that
indicates that there is an internal mode of operation for which we
do not have any direct physical observation, yet it is determined
by the combined values of the test generation attributes. On the
other hand, the (hidden) mode of operation directly influences the
choice of the resulting command and core, which are attributes of

2Introducing hidden nodes to the network structure has the sec-
ondary impact of reducing the computational complexity by dimen-
sionality reduction, and as a means for capturing non-trivial (higher
order) correlations between observed events.












