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Where do bug come from

e Short answer: People create them
— And then slowly remove them

 For example, in a HW/SW system
— Architects create architecture bugs
— HW people create HW bugs
— SW people create SW bugs
— Verification engineers create verification environment bugs

— And some bugs are just misunderstandings between groups
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Bug source 1: Design complexity
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Bug source 2. Changes and feature creep
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Bug source 3: Just stupid mistakes

% rm *.old
Cannot remove '.old": No such file or directory

%
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How bugs flow through the system

checking, ... retesting, merging,

Includes test generation,
checking, coverage, model Includes fixing j

Specify | Design | Detect | Debug |Remove
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 This is not a project timeline, just a single bug timeline!
— All these things happen in parallel
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Some numbers | made up

| Specify | Design | Detect | Debug |[Remove

0 e - ——

Bug source 10% 40% 40% 0% 10%
Verification effort 40% 40% 20%
Existing automation 85% 5% 10%
Future gains 20% 20% 20% 20% 20%
HVC’0O8 presentations O 2 12+6 1 0
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| claim much can be improved

w Design | Detect | Debug |Remove
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o Compare with Fred Brooks’ “No silver bullet” claim
— Around 70% is “essential complexity”, which cannot be removed
— Only incidental (or accidental) complexity can be removed

» | claim that at least in verification, we can improve by much more
— “If | can invent a cheap way to remove it, it ain’'t essential”

— Think of the world before source control was invented — that's where we
are in many areas of verification

* The following slides will show possible improvements
— Some easy, some possible but challenging
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Debug

 Debugging is currently under-invested

* People hate other people’s code

— Tend to suspect everybody

* S0, the following look promising
— Simplification, e.g. Delta Debugging

— Presenting a “narrow view” of a bug (HW-
only, SW-only, my-module-only)

» Lots of challenges and promise
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Remove and recheck

Includes fixing,
retesting, merging, ...

\P
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e This is an area full of “incidental complexity”
e Can automate creation of tests to check fix

o Can optimize regression according to changes
« Can do auto-checkin if regression passes

« Many more
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Working with many known bugs

* Another huge “incidental complexity” time sink
— When most of the bugs encountered are known

— Lots of manual work around regression result maintainance

 Need good ways to
— Stay away from buggy areas
— Reliably recognize and ignore (for now) known bugs
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Design and verification reuse

* Probably the best way to remove verification complexity

— Also the most common

 Challenges

— Designing highly-parameterized design/verification components

— Minimizing the “reusability tax”
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Higher-level languages and notations
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« Writing the design in a higher-level language will help
— Number of bugs per line is constant

« Using high-level notations in spec will help
— Used to create both design and verification artifacts
— Famous example: Register notation
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* Includes Verification Environment creation / maintenance

— Includes directed testing, coverage driven verification and formal

— 85% of the research is already invested here
— Lots of good ideas (e.g. see this conference)

Additional challenges in dynamic verification:

« Unify end-to-end directed tests and Coverage Driven Verification

« Unify formal and dynamic verification user input

» Help users focus on blocking bugs first
 Make coverage more helpful yet easier to create
 Make coverage maximization (CDG) work easily
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Summary

e | am optimistic about our ability to reduce
verification complexity significantly

* | suggest expanding our area of research

e Thank you
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