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Goal and Motivation

 Our fault prediction attempts to identify the
most probabile files for faults to occur In
future versions of the system.

e Accurate prediction helps
— testers prioritize testing
— developers decide on rewriting code

— system designers decide on re-architecting
the system
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Predicting fault-prone files in muilti-
release systems

Analyze predictive characteristics of files in
current and previous releases

Construct statistical model

Compute an expected count of faults for each
file In current release

Rank the files in descending order of predicted
fault count.



Structural and Historical
Characteristics of Files

Size of file (KLOC)

Age of file (number of previous releases)

The number of changes made during previous releases.
The number of faults detected during previous releases.

The number of faults observed during early development
stages.

Programming language used.
The number of developers involved with the file.
Interaction with other files (external calls & references)
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Variables used in Models 1,2,3

Model 1 |Model 2 |Model 3

KLOC ] ]
New/Changed 1]
Exposure [¥]

Changes in R-1

Changes in R-2

Faults in R-1

Age ]

RERRERRREA

Language




Progress towards automation
Model 3

Variables in the equations are fixed
Coefficients for models 1,2 are fixed

Coefficients for model 3 are calculated for each release
R, based on data from releases 1,...,R-1

The needed data is collected automatically, with minimal
Input from the developer or tester

The model is built by negative binomial regression

Model 3 is incorporated in a tool for use by system
developers and testers



Actual faults found in predicted top 20% of files
(average over period studied)

System Period studied Model 3
Inventory 4 years 83%
Provisioning 2 years 83%
Voice Response 2.25 years 5%
Maintenance 1 O+ years 83%
Maintenance 2 O+ years 94%
Maintenance 3 [/ years 85%




Goals for Tool

Very easy to learn and use
No statistics background needed

Based on data that are retrievable from existing
sources

Integrated into normal developer or tester
environment

Reasonable speed (<1 minute for large multi-
release system)

Results immediately understandable



Prediction Tool Overview

User-supplied Current
parameters, or Release
default values Identification

Fault-proneness

Statistipal Prediction > predictions for
Analysis Model current release
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previous
releases

current
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Version
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2%, Define config file E'[E”E|
GDB: %:“H?ﬁiéﬁﬁﬁ_ﬁéﬁ;éﬁ'ﬂ?dd't'i"'
System 1

Initial screen to define the
config file

Available generics for this system
Choose ALL or any subset

| Location of the version

ALL management/fault database

Clear selection |

/

Bug Cateqgories Code Types
system_test found I C

customer_found J C

uat found pc
ort._found sql
EZE_found A

Specify generic to be predicted: |

Is config satisfactory?

Yes | Edit |

Save config file as:




2%, Define config file

GDB:  /n/alex04_ostrandigdh

System tkts

Available generics for this system
Choose ALL or any subset

tkts3.0

ALL tkts4.0

tktsa.0

Clear selection | tkt=E6.0

Bug Cateqgories

tkts7.0

-

/
Code Types

system_test found
customer_found
uat_found
ort._found

A [6

C
pC

sql

\

EZE_found
User selected 4

types of change

Is config satisfactory?
requests g Y

Yes |

Save config file as:

/]

Specify generic to be predicted: thts12.0

Edit |

User enters the system
to be analyzed.

The available releases
are found in the
version mgmt
database

User selected 4 file
types to analyze for
faults

User requested fault
predictions for release
“tkts12.0”



User confirms
configuration

User clicks Save &
Run button, to start the
prediction process.



Initial prediction view for
tkts12.0

All files are listed in decreasing
order of predicted faults



Listing is restricted to pC files



Listing is restricted to 5% of pC files



Change file percent back to 100%

Files listing is in name-sorted order



pC files are listed in order of
increasing fault prediction



Thank you.

Questions?




Faults per File by Previous Release
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Does Developer Information
Help?

Faults per File vs. Previous Developer Counts

—e— De\elopers Prev
Release
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Prev Release
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Previous Releases
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Issues

 Differing version control and change
management systems

e |nconsistent identification of software
defects

« Lack of mapping between software
structure (files) and requirements



Four Stages of the Prediction Tool

Collect historical data of the project

Choose historical data to use for the
prediction model

3. Analyze data, construct model

4. Collect current data, and apply model to
current data



1. Collect historical data

e Where Is the data?
e \WWhat is the data format??
e How can we access the data?



Issues -- Collecting the data

« Wide variety of software version control
systems and fault databases

o Special purpose languages and interfaces
for interacting with those systems

e Access to archived data
— active and Iinactive database



2. Which data should be used

How far back should data be collected?

Which releases should be used to
construct the model?

What are faults, and how do we identify
them?

Which variables go into the model?



Issues — Which data to use

Some releases are not “real’— how can
that be determined?

What If the releases are not dated at equal
time intervals?

What if there are no regular releases?
Can we trust that the data Is reliable?

Which variables should be used in the
prediction model?



3. Analyze data and construct
model

 Determine the appropriate regression
method

 Format data according to statistics
package requirements

 Run negative binomial regression to
produce model



4. Apply model to data for next
release

Issues

 How much information about the system
can be captured automatically?

 How will the user control the form of
output, and the information that will be
presented?



config file for Command Line
version of tool

GENERICS= “relO4a rel04b rel04c rel04d relO5a rel05b
rel0O5c rel05d relO6a relO6b”

BUGCATEGORIES= “system_test E2E test ort_test
uat_test customer_found”

BASE="“../ostrand/Releases/airline”
CODETYPES= “c C ctl sgl sh env cfg”
INITIAL VERSION ID="*admin”




Number of Files of Each Size In
Release 12

B Very Small < 224 LOC
B Small 227-531 LOC

273 _
LI Medium 534-905 LOC

U Large 907-2105 LOC

B Very Large 2120-8353 LOC




Average Number of Faults per File
INn Release 12

B Very Small < 224 LOC

B Small 227-531 LOC

0.806 [ Medium 534-905 LOC

O Large 907-2105 LOC

M Very Large 2120-8353 LOC




