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PART I: Dynamic Analysis
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Dynamic analysis

Ernst: Daikon.....
Dynamig memory analysis -> purify

Lamport: dynamic race detection ->lockset analysis
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debugging
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Dynamic lockset analysis

Tread Program trace locks held lockset(x)
Ick1, Ick2
thread A |  lock(lckl) U tickd, lekz}
{Ick1}
X=x+1
{Ick1}
unlock(lckl) 0
thread B lock(Ick?2)
{Ick2}
X=X+1 0
unlock(lck?2)
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Lockset analysis
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Dynamic memory analysis
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Possible invariants
X=a
X = uninit

x ={a,b,c}

Program
execution

Actual invariants

x={,}

y>X

Daikon

POSSIBLE INVARIANTS
over any variable x:
X=a
X = uninit
x = {a,b,c} for a small set of values
over a single numeric variable x:
X >=a,X<=b,a<=x<=b
Xx-=0
X =a (mod b)
X = =a (mod b)
over two numeric variables x and y:

y = ax+b
X <FY,X<Y,X=Y,X2=Yy
x =fn(y)

over the sum of two numeric variables x+y:
Xty >=a, Xty <=b,a<=x+ty<=Db
Xty =0
Xx+y = a (mod b)
X+y = = a (mod b)




Dynamic analysis of COTS components

From simple variables to complex objects
Extract information with aspect programming
|dentify field values with reflection
Derive invariant on objects’ fields (Daikon)
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Dynamic analysis of subsystems’ interactions

single interactions == words over a regular
language
getitemgetitemgetpicture
getitemgetitemagetitne getpicture

catalog.getitem

Interaction models == FSA catalog.getitem

imageDB.getPicture




Deriving Interaction Models

 From samples to FSA
— only positive samples
— shared sub-behaviors
— no teacher
— Incremental algorithm
— add-and-delete sequence
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From FSA to extended FSA:
a simple set of traces

@ createAMD createRAM @@@m

[type= ] [type= ] [mb= [type— [type= ] [type= ] type= ]
[choice= ] [choice= ] [choice= ] hoice= ] [choice= ] [choice= ] [choice= ]

Q 2 Qe @e Qe

@ createAMD createRAM @@@ createLAN

[type= ] ftype= ] [mb= type= ] [type= ] [type= ] [type= ]
[choice= ] [choice= ] [choice= ] [choice= ] [choice= ] [choice= ] [choice= ]

@ createlntel createRAM @@@ createLAN

[type= ] ftype= ] [mb= type= ] [type= ] [type= ] [type= ]
[choice= ] [choice= ] [choice= ] [choice= ] [choice= ] [choice= ] [choice= ]

@ createAMD createAMD create RAM @ @ createLAN

ope= | [type= ] ftype= ] [mb= e ope= ] ltype= ]

[choice=

[choice= [choice= ] [choice= [choice= ] | -ch0|ce] [choice=



A simple FSA

createAMD createHD createAudio

createBoard createRAM createVideo createModem

crateAMD
createlntel createRAM createVideo createLAN

createHD createVideo
createLAN




An annotated FSA
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createBoard
[ ([:tgg’ii;] ] createAMD




Precision: the simple FSA

createAMD createHD createAudio

createBoard createRAM createVideo createModem

N P N

1

1

crateAMD

createlntel createRAM createVideo createLAN

createAudio

createHD createVideo
createLAN




Precision: the annotated FSA

createAMD

createBoard createRAM createHD createVideo createAudio createModem
“Type= 1 - Type= 1 [type— RN /[type— o Type=T1-
/ [choice= ] [choice= ]

creafeBoard

[type= ]
[choice= ]

| createlntel
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PART Il: Self-Healing Software




The self-healing cycle

Detect
(predict)
failures

Verify
the new
system

Diagnhose
faults
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diaghose
faults

Correct
Execution
Trace
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Dynamic models to diagnose faults

1.- Collect dynamic g=Zc Il e IEE e o

Information
component | HEEEE————
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environment”

“stable”
system




Dynamic models to diagnose faults

2.- Collect behavior _ _
component T I Ll c perienced benaviors
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new environment
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Sun’s Pet store

generate information for fault diagnosis

e
test _

GUI

Customer
handler

Pet Store vl

legal behaviors
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g
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Detect

(predict) Pet Store
o failures
the new Diagnose
L Failure condition:
Required(e-mail address)

Detect

i faillures
No e-mail address -

‘ New GUI

Modified
experienced behaviors Customer

P — handler
bl
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Detect
(predict)
failures

Pet Store

Diaghose
faults

legal behaviors

C!
m'a
C!

failure
New GUI

Modified
Customer
handler

Pet Store v2

[ CustomerEvent.getContactinfo.getEmail.length>5 ]




Pet Store: fault localization

E CustomerEvent.getContactinfo.getEmail.length>5 j

The value of field length
IS not checked for
Non emptiness




Computer store

generate information for fault diagnosis

legal behaviors

Catalog :
o 0 O

handler ® m.
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Detect
(predict)
fallures

Computer Store

Verify
the new
system

faults
: Failure condition:
Return (complete catalog)
Detect
fallures

—
)  New Catalog

handler
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experienced behaviors
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Detect
(predict)
failures

Computer Store

Diaghose
faults

legal behaviors

C!
m'a
C!

failure
New Catalog

handler

Computer store
V2

getCatalog: S|(SCC*R)

S = locate service
C = extract catalog
R= produce results




Computer Store: fault localization

[getCatang: S|(SCC*R)]

The new catalog
Generate SS*sequences

Arbitrary nesting of categori
Incompatible with the DB

es
[~

S = locate service
C = extract catalog
R= produce results




Hermes mobile middleware

generate information for fault diagnosis

e
test _

logger

Hermes v2.02

legal behaviors




Detect

(oredict Hermes
_ failures

Verify .

the new

system Failure condition:

Close all threads

Detect
fallures

Open threads

<
inputs ‘
New logger
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Detect
(predict)
failures

Diaghose
faults

failure
New logger

Hermes 2.05

[ “dangling thread” ]

Hermes

legal behaviors

b
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Hermes: fault localization

[ “Dangling threads” ]

Kill dangling threads before quitting
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Jedit

generate information for fault diagnosis

legal behaviors
o

g
C

Jdiff Plugin
1.3.2

e
test _

Jedit 4.1




Detect
(predict)
fallures

Jedit

Verify
the new
system

faults
: Failure condition:
Display all GUI elements

Detect
faillures
No scrollbar ——
) | | Jdiff Plugin
1.3.2

experienced behaviors

b
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Detect
(predict)
failures

Diaghose
faults

fallure

Jdiff Plugin
1.3.2

Jedit 4.2 Pre9

[ findScrollBar.returnVValue !'= null ]

b
C

Jedit

legal behaviors

o
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Jedit: fault localization

E findScrollBar.returnVValue '= null ]

Faulty findScrollBar




Aelfred XML Parser

generate information for fault diagnosis

Aelfred XML
Parser

Jedit

legal behaviors




Detect
(predict)
fallures

faults
Failure condition:
Unhandled exception

D

1 Aelfred XML Parser

Verify
the new
system

Detect
faillures

Unhandled exception
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Detect
(predict)
failures

Diaghose
faults

fallure

Aelfred XML
Parser

PtPlot

Eexcepﬁonﬂ

Aelfred XML Parser

legal behaviors




Aelfred XML Parser

Eexcepﬂonﬂ

Faulty method/exception handler
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What's next

« Failure detection
— What are the right models?

 Dynamic analysis support fault diagnosis
— How can we generalize?

 fault taxonomies to identify fixing strategies
— What are interesting fault taxonomies

Your input Is greatly appreciated!




