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class Foo {

Two contradicting lock orders... Obj ect | ockl;
bj ect 1 ock2;
What if met hod1() and net hod2() met hod1() {
were executed in two different tests? synchroni zed(l ock1) {
synchroni zed(l ock2) {
What if they were executed in the same }
test, but by two different instances of }
Foo() ? met hod2() {

synchroni zed(l ock2) {

. synchroni zed(l ockl) {
What if the current code does not have

any possible execution with a deadlock? }

Still dangerous programming!

Hence the talk about “discipline”
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class Cat {

Maybe there can be deadlock, synchroni zed bool hungry() {
maybe not; surely not disciplined! Cat Food cf = ...
cf.stir();

How to identify the locks?

}
}

Same location, “same lock”

Cl ass Cat Food {
synchroni zed void stir() {
Cat ¢ = ...

Can it help us identifying the locks if (c.hungry()) {
in the Foo example? y

}
}

IIIIIiIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



@ | IBM Labs in Haifa

Yes, if both instances (or both
executions) used net hod3() and
met hod4() .
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/1 class Foo (continued)

met hod3() {
synchroni zed(l ockl) {

}
}

met hod4() {
synchroni zed(l ock2) {

}




Algorithm

At runtime, trace synchronizations:

Object runtime ID

Code location

which locks are already held by the thread
After some test cycle (different tests, many runs), analyze traces
Group lock operations into classes of “same lock”, if

they locked on the same lock ID (same run), or

they were done in the same location

transitive closure of these conditions
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Create locking graph, with “same lock” classes as nodes
Look for cycles

class Vector {
addAl | (Vector other) {
synchroni zed(this) {
synchroni zed( ot her) {

Two different objects from the }

same class: warn! \ }

add( Obj ect o) {
synchroni zed(this) {
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cl ass Vector {

When building and analyzing the static Cbject gatelock = ...
graph, take gate locks into

. ] addAl | (Vector other) {
consideration

synchroni zed( gat eLock) {
synchroni zed(this) {
synchroni zed(ot her) {

Proper gate lock would be in a
different “same lock” class }
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