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m) synchronized(L1){

=

An Obvious Java Example

A basic scenario

synchronized statements

TL: T2

synchr oni zed( L2){ —

}...

m) synchronized(L2){

synchr oni zed( L1){

}...

}... .




A Dynamic Example

A challenge for static analysis dynamic locking

N = number of philosophers

cl ass Ma nf
Forlj] faks = new ForK N;

for(int i =0 <N+
new Ph sosopher(fakdi],fakd(i +1) %N;
%

}

whi | & count<10){ arithmetic

synchron zed(l €t){
synchr oni zed(ri ght){count ++

}




The Problem

Deadlocks form an unavoidable and serious problem in multi-threaded
systems.

Can be detected with model checking (sound and complete) but this
technology has limitations wrt. scalability. Static analysis can detect
deadlocks effectively and efficiently, but this results in many false
positives that it becomes a burden for the programmer to refute.

Dynamic (runtime) analysis can detect deadlocks quite effectively and
quite efficiently. It also gives some false positives, but supposedly less
than static analysis (its advantage).

For a warning issued by a dynamic analysis there is normally no
diagnostics trace/no “proof” - the algorithms normally do not “run into”
the deadlock but indicate “symptoms” only, due to the algorithms they
use.



A Solution

« Phase 1: deadlock identification
using runtime analysis to generate warnings.

« Phase 2: deadlock demonstration
using warnings from phase 1 to synthesize scheduler
which attempts to force the application into deadlock.

Implemented for Java using the BCEL instrumentation tool.



Runtime Analysis

Hmm ... looks
pretty good



Runtime Analysis

Shoot ... some
foot prints
of a bug!

good run

turn a hard to test
property into a
stronger easy

to test property.

bad run



Runtime Analysis

Error re.po-rt detect
I.E“rror Xinline Y Cycles

extract
trace




Basic Algorithm
(Harrow 2000)

TL T2

mm) synchroni zed(A){ m) synchroni zed(B){
=) synchroni zed( B){ =) .s“ync hr oni zed( A){
=} -}
L(TL A
(TL B
é R(TL B
H RTLA
Dangerl (T2 B
@ (T2 A
R(T2, A
R(T2 B




Basic Algorithm
Yields False Positives

sync( G{ sync( G{
sync( L1){ sync( L2){ I
\ sync( L2){} | \ sync( LD{}
T3 = new T3);
j3gtart();
J3jan();
sync(L){ «~— -
sync(L1){}
b |
4 cycles =

4 deadlock potentials reported (Visual Threads)
1 real deadlock! (3 false positives)



T1:

sync( G{
sync( L1){
| sync( L2){}
}
%
T3 = new T3);
® j3dgat();
e J3jan);
sync( L2){
I } sync(LL){}

!
" # $!

Extension

(PADTAD'05) -
new T1(). g at();
. new T2). & at();
T2 / f \% T3
sync( G{
sync( L2){ |
| syno( L1){}
}
} One potential left, the real deadlock!
MI( o 1
T1
| g 2 ‘_
x__ “ |12 (4]
T3 —{ ]




" #

synchroni zed( L1){
if(randong 1, n) ==1)
synchr oni zed( L2){}
}

synchr oni zed( L2){
if(randon{ 1, n) ==1)
synchr oni zed( L3){}
}

synchr oni zed( Lk){
if(randon{ 1, n) ==1)
synchroni zed( L1){}
}

The Testing Problem:
Non-determinism

Probability for deadlock to occur:
Po(k,n) = P( I " #deadlocks in a run)
= 1/n * P(deadlock | random == 1)
=1/n*(1*(k-1)/k * (k-2)/k * ... * 1/k)

= 1/n * KI/K™K

Example:

Pp(k=4,n=3) = 0.03
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Runtime Analysis IS

10 times more Effective

" #

synchroni zed( L1){
if(randong 1, n) ==1)
synchr oni zed( L2){}
}

synchr oni zed( L2){
if(randon{ 1, n) ==1)
synchr oni zed( L3){}
}

synchr oni zed( Lk){
if(randon{ 1, n) ==1)
synchroni zed( L1){}
}

Probability for cycle to occur:

P.(k,n) = P( | " #generates cycle in a run)
= 1/n * P(cycle | random == 1)

=1/n*1

=1/n

Example:
P.(k=4,n=3) = 0.33

=10 * Py(k=4,n=3 <1
o(k=4n=3) y



Observations

Runtime Analysis

— It's very easy to instrument code for this analysis. Static
analysis is much more complicated to implement (consider
fx. C++, it took programmer only 20 min. to instrument rover
code for dynamic analysis).

— Detects bugs efficiently and effectively, usually in first run.

— However, Sometimes a programmer can be in doubt about
the deadlock scenario and starts attempting to manually
drive the system into the deadlock suggested:

* Unsoundness (false positives = false errors):
try to demonstrate deadlocks
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The General Picture

program

N 4 N

-+ tester
1 2 3
/ kobserver observer observey

deadlock
runtime
analysis

1

warning

tester
generation

3

warning

2

warning

true positive

false positives 15



More Detailed
Overview of Framework

program

trace
@ O
L(T1,A)
L(T1,B)
i R(T1,B)
INStr. R(TLA)
program L(T2,B)
L(T2,A)
R(T2,A)
o >e a Iog(a]
Req(a) Grant(a)
o—peo @ pbo——po
Req q
instr g
) ” controller [ observer
program |,
Grant \_

generate
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More Detailed

Overview of Framework

program

frace
@ O
L(T1,A)
L(T1,B)
i R(T1,B)
Instr. R(TLA)
program L(T2,B)
L(T2,A)
R(T2,A)
o >e a Iog(a]
Grant(a) Req(a)
o—pe @ Po——Pp@
Req q
. >
Instr.
| | controller observer
program <
Grant \_

generate
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T1

@

B

T2

Creation of Observer

L(T1,A) R(T1,A) L(T1,A)

deadlock state

R(T1,A)
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[ N

Thread T1: Thread T2:

sync(A){ sync(B){

} sync(B){..} sync(A)..}
}

\ /

instrument

-

observer
controller
|
\ deadlock state /
create
Trace controller & observer
S A
L(T1,A)
L(T1,B)
R(T1,B) :
execute R(T1,A) create T1 T2
L(T2,B) lock graph
L(T2,A)
R(T2,A)
a R(T2,B) )

First T1 executes, then T2.
No deadlock occurs in this run.
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~

Thread T1:
sync(A){
} sync(BX..}

\

Second
instrumentation

=

-

Thread T1:
Req!L(T1,A);
Grant?L(T1,A);
Req!L(T1,B);
Grant?L(T1,B);

-

observer\
tester

deadlock state

controller Obs

var locked : Lock-set
var requests : Thread -m-> Lock-opt

const priorities : Thread -m-> Lock-set =
eq [T1->{A}, T2 ->{B}]

>1 while (true) {
Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req?L(t,X) : requests[t].add(x);

ant

——1 blocked : choose thread t and lock x such that

or X  requests]t]
ﬁ*. & x priorities]t
- & not (x locked)

else a random (t,x);
locked.add(x); requests[t].del(x);

Obs!L(t,x); GrantIL(t,x);
} where blocked = all threads have a request posted




RUN OF PROGAM + TESTER
[ N

Thread T1:
sync(A){
} sync(BX..}

\ )

Second
instrumentation

=

-

Thread T1:
Req!L(T1,A);
Grant?L(T1,A);
Req!L(T1,B);
Grant?L(T1,B);

-

observer\

tester

deadlock state

Obs

controller

var locked = {}
var requests = ]

const priorities = [T1 -> {A}, T2 -> {B}]

eq

>1 while (true) {
Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req?L(t,X) : requests[t].add(x);
blocked :choose threadt and lock x such that
or X  requests]t]

ﬁ*. & x priorities]t

locked)

ant

& not (x
else a random (t,x);
locked.add(x); requests[t].del(x);

Obs!L(t,x); GrantIL(t,x);
} where blocked = all threads have a request posted




RUN OF PROGAM + TESTER \
observer
K \ tester

Thread T1:
sync(A){
} sync(BX..}

\ )

deadlock state

. Second : controller Obs
Instrumentation

< & var locked = {}

var requests = [T1 -> A

a const priorities = [T1 -> {A}, T2 -> {B}]
Thread T1:
P Req!L(TL,A): while (true) {
Grant?L(T1,A); Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req!L(T1,B); Req?L(t,x) : requests[t].add(x);
Grant?L(T1,B); blocked : choose thread t and lock x such that
NG or X requestst]

ﬁ*. & x priorities]t]

& not (x locked)
else a random (t,x);
locked.add(x); requests[t].del(x);
Obs!L(t,x); GrantIL(t,x);
} where blocked = all threads have a request posted




RUN OF PROGAM + TESTER \
observer
K \ tester

Thread T1:
sync(A){
} sync(BX..}

\ )

deadlock state

. Second : controller Obs
Instrumentation

< & var locked = {}

var requests = [T1 -> A, T2 -> B]

a const priorities = [T1 -> {A}, T2 -> {B}]
Thread T1:
ReqlL(TLA):; P while (true) {
P Grant?L(T1,A); Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req!L(T1,B); Req?L(t,x) : requests[t].add(x);
Grant?L(T1,B); blocked : choose thread t and lock x such that
NG or X  requestsyt]

ﬁ*. & x priorities]t

& not (x locked)
else a random (t,x);
locked.add(x); requests[t].del(x);
Obs!L(t,x); GrantIL(t,x);
} where blocked = all threads have a request posted




RUN OF PROGAM + TESTER
[ N

Thread T1:

sync(A){
sync(BX..}

} }

Thread T2:
sync(BX{
sync(A)..}

= /

Second
instrumentation

=

-

Thread T1: Thread T2:
Req!L(T1,A); Req!L(T2,B);
» Grant?L(T1,A); > Grant?L(T2,B));

Req!L(T1,B); Req!(L(T2,A));
Grant?L(T1,B); Grant?(L(T2,A));

<

1 while (true) {

To

observe\

tester
L(T2,B)
O
Tl,A)
deadlock state
controller Obs

var locked = {A}
var requests = [T1&A, T2 > B] = [T2 -> B]

const priorities = [T1 -> {A}, T2 -> {B}]

Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req?L(t,X) : requests[t].add(x);
blocked :choose threadt and lock x such that
or X  requests]t]

ﬁ*, & x priorities]t

locked)

& not (x
else a random (t,x);
locked.add(x); requests[t].del(x);
Obs!L(t,x); GrantIL(t,x);
} where blocked = all threads have a request posted




~

Thread T1:
sync(A){
} sync(BX..}

\

RUN OF PROGAM + TESTER \
observer
\ tester

L(T2,B)

Second

instrumentation

=

deadlock state

controller Obs

var locked = {A}
var requests = [T1 -> B, T2 -> B]

-

Thread T1:
Req!L(T1,A);
Grant?L(T1,A);
Req!L(T1,B);
Grant?L(T1,B);

<

P>

const priorities = [T1 -> {A}, T2 -> {B}]

while (true) {
Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req?L(t,X) : requests[t].add(x);
blocked : choose thread t and lock x such that

or X  requests]t]
ﬁ*. & x priorities]t
- & not (x locked)
else a random (t,x);
locked.add(x); requests[t].del(x);
Obs!L(t,x); GrantIL(t,x);
} where blocked = all threads have a request posted




RUN OF PROGAM + TESTER \
observer
K \ tester Q)

L(T1,A) L(T2,B)
Thread T1;

sync(AX
O
Tl,A)

sync(BX..}
deadlock state

}

\ )

Second
instrumentation

< & var locked = {A,B}

var requests = [T1 -> B, T2B]

controller Obs

I const priorities = [T1 -> {A}, T2 -> {B}]
Thread T1: [Req
Req!L(TL,A); >1 while (true) {
Grant?L(T1,A); P> Req?U(t,x) : locked.del(x);Obs!U(t,x); Grant!U(t,x);
Req!L(T1,B); arant | ReA?L(tX) : requests|t].add(x);
Grant?L(T1,B); <«—+—] blocked :choose threadtand lock x such that

) or X requestst]
ﬁ*. & x priorities]t
- & not (x locked)

else a random (t,x);
locked.add(x); requests[t].del(x);
Obs!L(t,x); GrantIL(t,x);

} where blocked = all threads have a request posted




Related Work In
Dynamic Analysis of Deadlocks

Visual Threads: cycle detection via runtime analysis (Harrow00):
lock graphs

Goodlock (Havelund00): lock trees, reduces false positives in
presence of gate locks: restricted to 2-thread deadlocks.

(Bensalem,Havelund05): lock graphs as in (Harrow00), reduces
false positives in case of gate locks and non-parallel threads:
extends to N-thread deadlocks.

(Agarwal,Wang,Stoller 05): lock graphs, reduces false
positives.

Java PathFinder (Visser et. al. 00)
(Farchi,Nir-Buchbinder,Ur 05): multi trace analysis.
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